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This SOP describes the procedure for updating and verifying Microsoft Secure
Boot 2023 certificates on Windows-based systems.
The purpose of this document is to ensure system compatibility with Microsoft

Abstract - . . . o
Secure Boot certificate migration requirements before the 2026 certificate
expiration. This SOP includes Secure Boot key rollout procedures, verification
methods, and related precautions for UEFI Secure Boot environments.
Secure Boot, UEFI, Microsoft CA 2023, KEK, DB, DBX, Secure Boot Migration,

Keyword
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Product | HIT-515/518, USM-100H, USM-300 13", USM-500 Gen2

m Background and Risk Description:

Microsoft Secure Boot certificates signed in 2011 will begin to expire starting in 2026. To
maintain Secure Boot functionality and system security compliance, Microsoft has
introduced new Secure Boot certificates signed by the 2023 Certificate Authority (CA).
Systems that continue using legacy Secure Boot certificates may encounter boot
validation issues, Secure Boot incompatibility, or recovery media boot failures after future
Microsoft Secure Boot policy updates.

This FAQ provides the procedure for deploying and verifying Microsoft Secure Boot 2023
certificates on supported Windows platforms. The document also includes related
precautions and validation methods for UEFI Secure Boot environments.

B Applicable Conditions

- System is configured in UEFI boot mode

- Secure Boot is enabled in BIOS

- Supported Windows operating system is installed

- Latest Windows cumulative updates are installed

- Administrator privilege is required

- Secure Boot update components are available in the OS
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B Preliminary Check

Before performing the Secure Boot CA 2023 migration procedure, verify the following
conditions:

- System is configured in UEFI boot mode

- Secure Bootis enabled in BIOS

- Windows cumulative updates are installed

- Administrator privilege is available

B Required Tools and Conditions

Download the Secure Boot verification tool from Github:
https://github.com/cjee21/Check-UEFISecureBootVariables/archive/refs/heads/main.zip

B Migration Procedure - Step by Step:

Verify Current Secure Boot Key Status

1. Run “Check UEFI PK, KEK, DB and DBX.cmd” from the downloaded “Check-
UEFISecureBootVariables” package with administrator privilege.

2. Verify whether Microsoft Secure Boot 2023 certificates are already present in Current
UEFI KEK and Current UEFI DB.

3. If the system has not completed the Secure Boot 2023 migration, the following
conditions may be observed:
- Secure Bootis disabled
- Microsoft Secure Boot 2023 certificates are not present in Default UEFI KEK and
Default UEFI DB

UEFI architecture. Ensure that this i rect for valid DBX results.
tatus

Current UEFI Pk
[WARNING: Failed to query UEFI variable PK

Default UEFI PK
DO NOT TRUST - AMI Test PK

G: Failed to query UEFI vari
WARNING: Failed to query UEFI variable kel

Default UEFI KEK
t Corporation K
t Corporation KEK

WARNING :

WARNING

WARNING : ry

WARNING: Failed to query UEFI variable 'db"

pefault UEFI DB

oduction PCA 2011
n UEFI CA 2011

t Option

Current UEFI DBX

Press any key to continue . . .

Advantech Confidential 2


https://github.com/cjee21/Check-UEFISecureBootVariables/archive/refs/heads/main.zip

ADMVANTECH

Enabling an Intelligent Planet

Confirm Secure Boot is enabled

1.
2.

Open Windows PowerShell with administrator privilege.
Run the following command:

Confirm-SecureBootUEFI

The result should return:

True

EN Administrator: Windows PowerShell — O x

If the result is False, enable Secure Boot in BIOS before continuing the migration
procedure.

EX Administrator: Windows PowerShell — m} *

Verify Secure Boot settings

1.

Enter BIOS Setup and configure the following Secure Boot settings:

- Secure Boot = Enabled

- Secure Boot Mode = Custom

Select “Restore Factory Keys” to enroll the default Secure Boot key database.

» Restore Factory Keys

Go to ‘Save & Exit’ and choose Save Changes’, then choose 'Save Changes and Exit’

| |
Save Changes and Exit
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Verify Secure Boot Update Packages
1. Ensure the system has installed the latest Microsoft Windows updates.
2. Navigate to the following directory:
C:\Windows\System32\SecureBootUpdates
3. Verify that Secure Boot update packages are present in the directory.

Home Share View
= Ij &b cut x 3 New item ~ @ Open - [ Selectall
w.| Copy path - 1':] Easy access v Edit Select none
Pinto Quick Copy Paste - Move Copy Delete Rename Mew Properties .
access E Paste shortcut to to - folder - History DD Invert selection
Clipboard QOrganize Mew Open Select
<« - 4 » ThisPC > Local Disk (C:) » Windows > System32 » SecureBootUpdates v @ | Search SecureBootUpdates
~
log * [0 Name Date modified Type Size
Pic j BucketConfidenceData Cabinet File
Toel [ dbupdate.bin BIN File
I This PC g DBUpdate3P2023.bin BIN File
T | ] dbupdate2024.bin i EIN File
. 3D Objects - ~ L
| | DBUpdsteOROM2023.bin 5/20/2026 2:58 PM BIN File
I Desktop [ dbxupdate.bin BIN File
[/ Documents | | DBXUpdate2024.bin BIN File
; Downloads |j DBXUpdate2024Legacy.bin BIN File
Jg Music |j dbxupdatelegacy bin BIN File
=1 Pictures Q DBXUpdateSVMN.bin BIN File
i 5/20/2026 2:58
B videos Q DBXUpdateSVNLegacy.bin 5/20/2026 2:58 PM BIN File
| | KEKUpdateCombined.bin 5/20/2026 2:58 PM BIN File
"o Local Disk (C:) . R B
|E] SbatLevel /i 024 11:11 AM Text Document TKB
£ Network 5] SKUSiPelicy 5/20/2026 2:58 PM PKCS #7 Certificates TKB
v
14 items
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Configure Microsoft Secure Boot 2023 certificates

1. Open the Windows Registry Editor.

2. Navigate to the following registry path:

HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot

B Registry Editor

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentCentrolSet\Control\SecureBoot

MUl

MNetDiagFx
NetDrivers
NetProvision
NetTrace

Network
NetworkProvider
MNetworkSetup2
NetworklUxManager
Nis

Nodelnterfaces
Neotifications

Nsi
O5ExtensionDatabase
PnP

Power

Print
PricrityControl
ProductOptions
RadicManagement
Remote Assistance
RetailDemeo
SafeBoot

SAM

ScEvents
S5CMConfig
ScsiPort
SecureBoot
SecurePipeServers
SecurityProviders

3. Modify the following registry value:
Name: AvailableUpdates
Value: 5944

-~

Narne

ab] (Default)

Type
REG_SZ

i';'_-'ﬂ AvailableUpdates REG_DWORD

Data

(value not =et)

0x 00000000

(0

B Registry Editor

File Edit View Favorites

Help

MUl

NetDiagFx
NetDrivers
NetProvision
NetTrace

Netwaork
NetworkProvider
NetworkSetup?
MNetworklUxManager
Nis

Nedelnterfaces
Notifications

Nsi
O5ExtensionDatabase
PnP

Power

Print
PriorityControl
ProductOptions
RadioManagement
Remote Assistance
RetailDemo
SafeBoot

SAM

ScEvents
S5CMConfig
ScsiPort
SecureBoot
SecurePipeServers
SecurityProviders

Computer\HKEY_LOCAL_MACHIMNE\SYSTEM\ CurrentControlSet\Control\SecureBoot

-

Marme Type
3] (Default) REG_SZ
J'_-'g'»]Ava\IabIeUpdatEs REG_DWORD

Data

(value not set)

000000000 (0)

Edit DWORD (32-bit) Value

Value name:

|A\rai|ab|e Updates

Value data:

Base
(®) Hexadecimal
() Decimal

Cancel
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4. Press OKto save the setting.

Registry Editor - m]
File Edit View Favorites Help

Computert HKEY_LOCAL_MACHIME\SYSTEM\ CurrentControlSet\Control\SecureBoot

MUl || Name Type Data
MNetDiagFx gﬂ(DEfaum REG_SZ (value not set)

NetDrivers §iRvailableUpdates | REG_DWORD 0x0D005944 (22852)
MNetProvision

NetTrace

Netweork
NetworkProvider
NetworkSetup2
MNetworkUxManager
Nls

Nedelnterfaces

Netifications

Nsi
O5ExtensionDatabase
PnP

Power

Print
PriorityControl
ProductOptions
RadioManagement
Remote Assistance
RetailDemo
SafeBoot

SAM

ScEvents
SCMConfig
ScsiPort
SecureBoot

SecurePipeServers
SecurityProviders

5. Navigate to the following registry path:
HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot\Servicing
check the value of “UEFICA2023Status” first. The status may still show “NotStarted”.

Registry Editor
File Edit View Favorites Help

Compute\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot\Servicing

Nodelnterfaces
Notifications
Nsi
OSExtensionDatabase
PCRPF
Pnp
Power
Print
PriorityControl
ProductOptions
RadioManagement
Remote Assistance
RetailDemo
SafeBoot
SAM
ScEvents
SCMConfig
ScsiPort

v | SecureBost

SBAT
~ | | Sewvicing
: DeviceAttributes
UploadedForCurrentBootCycle

Comn

MediaCategories [ Name e Dots
pedanteraces 25 (Default) REG_SZ value not set)
MediaProperties S Bcatosh oo

MSDTC —

MUl ab| Confidencel evel REG_SZ

NetDiaghx 2| ConfidencelpdateType REG_DWORD 0xD0ODDODD (0)
NetDrivers 38| UEFICA20235tatus REG_SZ NotStarted
NetProvision I-,'-ﬂWmdnwsUEF\[AZOHCapab\E REG_DWORD 0x 00000000 (0)
NetTrace

Network

NetworkProvider

MetworkSetup2

NetworkUxManager

Nis
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6. Open ‘Task Scheduler’ and navigate to:

Task Scheduler Library — Microsoft — Windows — PI

7. Right-click the following task and select “Run”
Secure-Boot-Update

@ Task Scheduler
File  Action View Help

= 7= HE

~
HelloFace Name Status

(T SecureBootEncodeUEF| Ready
(® Secure-Boot-Update Ready

Input
InstallService
International -
LanguageComponentsinstaller (5 5gm-Tasks Ready
License Manager

Live

Location

Maintenance

Management

Maps

MemoryDiagnostic

Mobile Broadband Accounts

Triggers
Multiple triggers defined
Multiple triggers defined

Mext Run Time

6/1/2026 12:00:00 PM
5/20/2026 6:00:00 AM

Last Run Time
10/23/2024 11:58:55 PM
5/18/2026 7:50:01 PM
5/19/2026 7:57:39 PM

MUl

Multimedia
MNetTrace
MlaSve
Offline Files
Pl

PLA

Plug and Play

CORCLRERRRRERRRRRRERRRR

8. The status will be changed to ‘Running’.

@ Task Scheduler
File Action View Help
&= #H

HelloFace ~
Input

InstallService

International

License Manager
Live

Location
Maintenance
Management
Maps
MemeoryDiagnostic

Maobile Broadband Accounts <

Mame Status

(B SecureBootEncodelUEF! Ready

cure-Boot-Update Running

LanguageComponents|nstaller (@ Sqm-Tasks Ready

Triggers

Mext Run Time

Multiple triggers defined  6/1/2026 12:00:00 PM
Multiple triggers defined

MUl

Multimedia General Triggers Actions Conditions Settings History (disabled)

MetTrace

MlaSve MNarne: |Secure-Boot-Update

Offline Files Location: Microsoft\Windows\ Pl
PI

Author: Microsoft Corporation
PLA

Plug and Play

DROUCRRERRERRORRRRR R R D

Power Efficiency Diagnostics
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Navigate to the following registry path again:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecureBoot\Servicing
Check the value of “UEFICA2023Status”. The status may show “InProgress”,

which indicates that the Secure Boot 2023 update process is currently running.

If the status does not change immediately, wait a few minutes and reopen the registry to
check the status again. Restart the system twice.

ﬁ’ Registry Editor
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\ Control\SecureBoot\Servicing

MetDrivers A || Name Trpe Data
etProvision ] REG_SZ (value not set)
:::;Z:: ab| BucketHash REG_SZ

NetworkProvider ab] Confidencelevel REG_SZ

MetworkSetup2 8] ConfidenceUpdateType REG_DWORD 0xDDDDDD0D (0)
MNetwarkUxManager 4| UEFICA2023Error REG_DWORD 000000000 (0)
Nis iie| UEFICA2023ErrorEvent REG_DWORD 0x00000000 (0)
Nodelnterfaces f_ﬂUEFICAZOBStatus REG_SZ InProgress
Notifications 8| WindowsUEFICA2023Capable REG_DWORD 000000000 (0)
INsi

OSExtensionDatabase

Ifthe value of “UEFICA2023Status” still does not change to “Updated” after several minutes
and multiple system restarts, repeat Steps 1 through 10 and perform the migration

procedure again.

10. If the migration is completed successfully, the Data field of ‘UEFICA2023Status’ will change

to “Updated”.

[ Registry Editor
File Edit View Favorites Help

Computet\HKEY_LOCAL_MACHINE\SYSTEM\ CurrentControlSet\ Control\SecureBoot! Servicing

MetDiagFx A || MNarme Type Data
NetDrivers 26) (Default) REG_SZ (value not sef)
NetProvision ab) BucketHash REG_SZ

NetTrace ab] Confidencel evel REG_SZ

Metwork o i

NetworkProvider f:JCc:nfldenceUpdateType REG_DWORD 000000000 (0)
NetworkSetup? UEFICA20235tatus REG_SZ Updated
NetworkUxManager fgb']WindowsUEFlCM'DBCapable REG_DWORD 0x 00000002 (2)
Mis

Modelnterfaces

Maotifications

Msi

05ExtensionDatabase

11. Open Event Viewer and check System logs for Event ID 1808. The event indicates that the
Secure Boot CA/key update process has completed successfully.

& Event Viewer
File Action View Help

&= n@E B

{2 Event Viewer (Local) System  Number of events: 4,137

~ [ Custom Views

F Administrative Eents || LVl Date and Time Source EventID Task Category
v (& Windows Logs (@ Information 5/21/2026 8:36:30 AM TPM-WMI 1808 None
] Application (D Information 5/21/2026 8:36:30 AM TPM-WMI 1722 None
[ Security i\ Warning 5/21/2026 8:33:29 AM Distributed COM 10016 None
] Setup A\ Warning 5/21/2026 8:33:29 AM Distributed COM 10016 None
f£] System A\ Warning 5/21/2026 8:33:29 AM Distributed COM 10016 None
] Forwarded Events /i Warning 5/21/2026 8:32:36 AM Kernel-Processor-Power (Microsoft-Wind T )
1 Applications and Services Lo/ | /4 warning 5/21/2026 8:32:36 AM Kernel-Processor-Power (Microsoft-Wind... )
i Subscriptions (D Information 5/21/2026 8:31:34 AM TPM-WMI 1025 None
(@) Information 5/21/2026 8:31:34 AM TPM-WMI 1282 None
(@) Information 5/21/2026 8:31:33 AM M 18 None

Event 1808, TPM-WMI

General  Details

DeviceAttributes:
Bucketid:
BucketConfidencel evel:

[This device has updated Secure Boot CAfkeys. This device signature information is included here.

ft.com/fulink/Zlinkid=2301012.
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12.Run “Check UEFI PK, KEK, DB and DBX.cmd” again with administrator privilege.
Verify that the following Microsoft Secure Boot 2023 certificates are presentin Current
UEFI KEK and Current UEFI DB:
- Microsoft Corporation KEK 2K CA 2023
- Windows UEFI CA 2023
- Microsoft UEFI CA 2023
- Microsoft Option ROM UEFI CA 2023

B Administrator: Check UEFI PK, KEK, DB and DBX — O X

[Version 1
oration. A

cureBootVariables-main
-UEFISecureBootVariables-ma ieck-UEFISecureBootVariables-main»"Check UEFI PK, KEK, DB a

~ permission

s Inte
Build 1984

Ensure that this is corr
Secure Boo

Current UEFI PK
DO NOT TRUST - AMI Test PK

Default UEFI PK
DO NOT TRUST - AMI Test PK

Current UEFI K

Default UEFI
M S0 gl i { CA & : False)

Current UEFI DB
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13. Enter BIOS Setup and navigate to the Secure Boot Key Management page.
Verify that the following Secure Boot certificates are present in the BIOS database:

Key Exchange Keys (KEK)
- Microsoft Corporation KEK CA 2011
- Microsoft Corporation KEK 2K CA 2023

tion KEK CA 201
1sof tion KEK 2K CA 2023

Authorized Signatures (db)

- Microsoft Corporation UEFI CA 2011

- Microsoft Windows Production PCA 2011
- Windows UEFI CA 2023

- Microsoft Option ROM UEFI CA 2023

- Microsoft UEFI CA 2023
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Replace AMI test PK with Advantech PK, KEK, DB

1. Put Advantech PK, KEK, DB into USB flash.

2. Power on system and enter the OS. Run “Check UEFI PK, KEK, DB and DBX.cmd” with
administrator privilege.
The Default UEFI PK is ‘AMI Test PK’

BEH Administrator: Check UEFI PK, KEK, DB and DBX — O X

Microsoft Windows [Version 18.8.19844.7291]
(c) Microsoft Corporation. All rights reserved.

rstem32>cd C:\Users\Test\Desktop\Check-UEFISecureBootVariables-main\Check-UEFISecureBootVariables-main

st\Desktop\Check-UEFISecureBootVariables-main\Check-UEFISecureBootVariables-main»"Check UEFI PK
nd "™
ng for Administrator permission...
administrator - continuing execution...

21 May 2026

Manufacturer:

Model: A M I

BIOS: American Megatrends International, LLC., 5.8.2.5, 5.8.2.5, ALASKA - 1872889
Windows version: 21H2 (Build 19844.7

Detected x64 UEFI architecture. Ensure that this is correct for valid DBX results.
Secure Boot status:

Current UEFI PK
DO NOT TRUST - AMI Test PK

Default UEFI PK
DO NOT TRUST - AMI Test PK

Current UEFI KEK
Microsoft Corporation KEK 1 (revoked: False)
Microsoft Corporation KEK 2K 2823 (revoked: False)

Default UEFI K
Microsoft Corporation KEK CA 2811 (revoked: False)
Microsoft Corporation K CA 20823

Current UEFI DB
Microsoft Windows Production PC 11 (revoked: False)
Microsoft Corporation UEFI CA 2811 (revoked: False)
Windows UEFI CA 20823 (revoked: False)
Microsoft UEFI CA 2023 (revoked: False)
Microsoft Option ROM UEFI C 23 (revoked: False)

Default UEFI DB
Microsoft Windows Production 11 (revoked: False)
Microsoft Corporation UEFI C (revoked: False)
Windows UEFI CA 2823
Microsoft UEFI 823
Microsoft Option ROM UEFI CA 2823

3. Goto BIOS setup menu -> Security tab.

Aptio Setup - AMI

Security
. System Mode User
ﬁ'Secure Boot [Enabled]
| Active
Secure Boot Mode [Custom]

» Restore Factory Keys
» Reset To Setup Mode

anagement
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4. Choose ‘Platform Key’.

» Platform

5. Choose ‘Update’

» Platform Key

6. Choose‘No’

» Platform Key

Advantech Confidential
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7. Choose your USB flash path

Aptio Setup - AMI

a File system

,0%0) /HD(1,MBR, OX6ECD30AC , Ox3F ,0x39BESS1)
<0) /NvMe (Ox1,A6-03-20~-DA 0-A 79-64

8. Choose the ‘Adv_PK.auth’

AP ID 'Setup =

<afukHinga>
BHI_TXT setting’
<DmMiEditETf i64>
: <DmMiEditHinNG4>
(BK2 | 86 <SRECYCLE .BIN>

EYs > = POC—-DOR—4193
the cd signature : 4IT-S12_PCM—8546:
= : PK.auth
ICEKE. atth

> Plétfor‘m

BOOTEX.LOG
autorun. int

L autorun. ico

9. Choose ‘Authenticated Variable’

Aptio

Input File Format

Public Key Certif

Authenticated w:
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10.Choose ‘Yes’ to replace PK.

Aptio sSetup

Platform Key

11. PK key was placed successfully.

Aptio

Platform Key (PK) | 862 |

12.Use same method to replace KEK key

Apt 1o

et

setup

AMI
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13.Choose ‘Adv_KEK.auth’

Aptio

USHM-SO0_PCH-38727
<USHM-S00L_AIMB
AfuHinsgdg>
BHI_TXT settir
DmiEditEf iGg4g>
<DmiEditHingdg>
- i =18 <SRECYCLE .BIN>
> Key Exchange Keys (KEK) | 308 <POC—-DOR—413>
= = = HIT-512_PCHM-8546>
“PK.auth
_KEK.auth
_DB.auth
.efi
Load PrintScr s ExE
lan.zip
efi.zip
BOOTEX.LOG
autorun. inf

autorun. ico

14.Use same method to replace DB key

Aptio Setup

» Authorized Signatures (db) | 7636 | S| Mixed

15. Choose ‘Authenticated Variable’

AMI

Authorized
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B Reference:

[1] Microsoft — Windows Secure Boot certificate expiration and CA updates
https://support.microsoft.com/en-us/topic/windows-secure-boot-certificate-expiration-and-
ca-updates-7ff40d33-95dc-4c3c-8725-a9b95457578e

[2] Microsoft — Registry key updates for Secure Boot Windows devices with IT-managed
updates
https://support.microsoft.com/en-au/topic/registry-key-updates-for-secure-boot-windows-

devices-with-it-managed-updates-a7be69c9-4634-42e1-9ca1-df06f43f360d

[3] Microsoft — Updating Microsoft Secure Boot keys
https://techcommunity.microsoft.com/blog/windows-itpro-blog/updating-microsoft-secure-
boot-keys/4055324

[4] GitHub — Check-UEFISecureBootVariables
https://github.com/cjee21/Check-UEFISecureBootVariables

mEC Wind | Eile Link:
If you have any questions, please contact Jean Wang (JeanYC.Wang@advantech.com.tw )
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